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Talking Points
● Overview: Comment, Referrer, and Ghost Spam
● Why is Spam Bad
● Tools Used:

– Akismet plugin, reCapcha plugin

– Learn: Raw access log

– Search: Whois.com: public IP information

– Learn: CIDR IP notation

● Demo: trace WP comment spam to access log, ban
– Dual IP Spam: How to trick akismet spam filter

● Hierarchy of Site Security
● Demo: Referrer Spam/Bad Bot Behaviour: Identify, ban
● Google Analytics and Ghost Spam
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Overview of Website of Spam

1. Comment Spam: Hits your site 
-where: Admin > comments > spam folder
-where: access log
-results in Google Search if not managed

2. Referrer Spam: Hits your site, not in WP Admin
-where: access log
-see it in Google Analytics

3. Ghost Spam: Spammer does not visit your site
-where: not in WP Admin or access log
-see it in Google Analytics
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Why Spam is Bad

● Why Kill Spam
– Clutters your site, unwanted links, unprofessional look

● Why prevent Spam
– spend less time deleting comment spam

– skews Google Search and Analytics

– wastes bandwidth, server resources

● Site Security Concerns
– security risk: spammers try to crack your security, site, plugins
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Tools Used

● Akismet plugin, reCapcha plugin
– Isolates spam from site, does not stop it

● Learn: Raw access log 
● Search: Whois.com: public IP information
● Learn: CIDR IP notation

– Classless Inter-Domain Routing
– 192.16.1.0 – 192.168.1.255  > 192.168.1.0/24

– 192.16.0.0 – 192.168.255.255  > 192.168.1.0/16
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Raw Access Log

● What is it, where to find yours?
– Important web site forensic tool: daily, cumulative monthly

– Available for Shared service, ISP: cpanel

– Not available from wordpress.com

● Download, unzip, import access log into spreadsheet
● The columns of the access log

– Ip/host name, date-time, action done, result code, bytes  transferred, 
referrer, user agent

– Ex: Don, yesterday evening, drive to Chinese store to buy moon cake, 
success, gas used/moon cake cost, came from home, Honda Fit

● How do I use it?
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Access Log: Columns
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Demo: WP Comment Spam

● Find a spam entry in Admin > comments > Spam
● Find identical spam transaction in access log
● Check log for dual IP spammer
● Search Whois.com, find their IP range
● Ban ip using htaccess,WP-Ban

– Ban as little as possible, but enough
# Digital Energy UK 185.158.132.0 – 185.158.135.255 

deny from 185.158.135.0/24 86.125.223.0/24
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IP Ban Strategy

● Spammer's Naughty IP: 86.125.223.230

● Immediate Ban: 86.125.223.0/24 (256 addresses in last octet)

● Whois Lookup:

– 86.125.216.0 - 86.125.223.255

– netname:        RO-RCS-RDS, RCS & RDS Residential

– Secondary Ban range: 86.125.216.0/21 (1,792 Ips)

● Ban their ISP

– 86.120.0.0 – 86.127.255.255

– Third Ban range: 86.120.0.0/13 (462,336 IPs)

– descr:          RDSNET

– Could try contacting their ISP

● Ballistic Ban Strategy: Find all Ips owned by RO-RCS-RDS, ban them
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WP Admin: IP Dual Comment Spam
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Access Log: Dual IP Comment 
Spam
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Hierarchy of Site Security

● Priority
– Attempt to break into site: POST /wp-login

– Look for security loopholes in WP core, plugins, server, odd URLs, other

– Comment spam

– Referrer spam

● Secondary
– Wasting server resources, bandwidth > ISP might shut down your site

– Content scraping

– Hotlinking to your images

– Ghost spam
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Demo: Referrer Spam/Bad Bot 
Behaviour

● Look in your Access Log for suspicious referrer entries, ban

RewriteCond %{HTTP_REFERER} ^http://.*pornogig [OR]

RewriteCond %{HTTP_REFERER} ^http://.*buttons-for-website [OR]

– Do not go to referrer sites with a browser, you'll get malware

● Suspicious User Agent: ban
– RewriteCond %{HTTP_USER_AGENT} ^.*sysomos [NC,OR]

– RewriteCond %{HTTP_USER_AGENT} ^.*kodomia [NC,OR]

● Look for Bad behaviour, then ban IP
– Document and Ban

● larger range provides more protection, more collateral damage (inadvertently ban users 
near this ip address)

● smaller range provides less protection, less collateral damage
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Access Log: Referrer Spam
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Google Analytics: Referrer Spam
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Access Log: User Agents
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Access Log: Login Attempts
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Access Log: Looking for Security 
Loopholes



2016-Sept-30 Don Tai, Scarborough, Canada

Google Analytics and Ghost Spam
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Future Trends

● Ban Lists for referrer, UA, Ips: easily outdated, 
can slow down your site

● Spammers will come up with new and 
wonderful methods

● Look for Spam growth in: Middle East, Africa, S 
America, SE Asia/Indonesia
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References

● Image: referrer spam:
– https://www.optimizesmart.com/geek-guide-removing

-referrer-spam-google-analytics/
● Image: ghost spam

– https://moz.com/blog/stop-ghost-spam-in-google-anal
ytics-with-one-filter

● CIDR: 
https://en.wikipedia.org/wiki/Classless_Inter-
Domain_Routing

https://www.optimizesmart.com/geek-guide-removing-referrer-spam-google-analytics/
https://www.optimizesmart.com/geek-guide-removing-referrer-spam-google-analytics/
https://moz.com/blog/stop-ghost-spam-in-google-analytics-with-one-filter
https://moz.com/blog/stop-ghost-spam-in-google-analytics-with-one-filter
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Encourage your friends to publish, 
ban those who harm you

Questions?
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